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EXECUTIVE SUMMARY

Hospitals and other healthcare providers rely on medical devices from a variety of manufacturers for patient
care and patient safety. Devices connected to a hospital’s network can improve workflow on both the clinical
path and the financial path, enabling the hospital to deliver better care to more patients, while billing those
patients and their insurance companies more quickly and accurately. By using wireless LAN, or Wi-Fi®,
technology, medical devices can be connected to a hospital’s network from anywhere in the hospital.

A Wi-Fi connection is provided by a Wi-Fi radio in the device. Because medical devices transmit and receive
important and sensitive information, Wi-Fi radios in those devices must provide secure and reliable Wi-Fi
connections.

I[EEE and industry standards define how a Wi-Fi radio interoperates with a wireless LAN infrastructure, and the
Wi-Fi CERTIFIED™ seal ensures interoperability. For many organizations that rely on medical devices, however,
Wi-Fi CERTIFIED is not enough. These organizations need assurance that their medical devices will
interoperate with a Cisco wireless LAN infrastructure and support Cisco wireless LAN innovations for
enhanced security, mobility, quality of service (QoS), and network management. The Cisco Compatible seal
gives organizations the assurance that they seek.

A client device earns the Cisco Compatible seal through a program called Cisco Compatible Extensions, or
CCX. Like the Wi-Fi certification program, CCX:

= Includes a specification that defines a set of features that must be implemented in the hardware and
software for a Wi-Fi radio or a device that uses a Wi-Fi radio

= Requires compliance testing conducted by an independent lab that is approved by the organization
that manages the program

= Requires that a submitted radio or device pass all tests to be approved

The CCX specification is a superset of that used for Wi-Fi certification. Cisco has published several versions of
its CCX specification, with each version building on the last. Today, medical devices, which are classified
under CCX as application-specific devices (ASDs), are tested for version 4 (CCX V4). The specification for
ASDs is a subset of the specification for laptops.

While CCX has been an overwhelming success in the laptop world, few medical devices carry the Cisco
Compatible seal. Devices that incorporate Wi-Fi radios from Laird Technologies have passed all tests for CCX
V4 and earned the Cisco Compatible seal. That seal gives customers confidence that the devices interoperate
with Cisco infrastructures and can take advantage of Cisco innovations for enhanced security, mobility, QoS,
and network management.
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Wi-F1 AND MEDICAL DEVICES

Medical devices play a critical role in patient care and patient safety. Today, nearly every hospital wants to
connect these devices to its network, which is an information hub to which the hospital’s healthcare and
finance professionals can gain access from nearly anywhere in the hospital. Networking medical devices
improves the workflow for everyone who uses the devices or relies on the data that that provide. For
example, when a cardiograph is connected to a network, the hospital obtains workflow improvements on
both the clinical path and the financial path:

= When a physician enters an order in a hospital system, that order can be downloaded to the
electrocardiograph (ECG) where the test will be conducted.

= Immediately after a test, the cardiograph transmits the results to the ECG management system on the
network, where the results are available to the physician for review.

= Transmitted results trigger an HL7 message that is sent to the electronic order system to clear out the
order and initiate billing.

By putting medical devices on a network, a hospital can:

= Conduct more exams, with fewer errors, every day.
= Deliver better care to more patients, while billing those patients, and their insurance companies,
quickly and accurately.

Wireless local area networks, also known as wireless LANs or Wi-Fi networks, are increasingly popular in
hospitals. Rather than using Ethernet cables to transmit information to the network and receive information
from the network, devices on a wireless LAN use radios that transmit and receive over the air. Wi-Fi devices
can be connected to the network from anywhere in the hospital and can maintain their network connection
even as they are moved from one location to another.

Wi-F1 STANDARDS

Wi-Fi communication is handled by radios that use a specific type of radio frequency (RF) technology. A Wi-Fi
radio in a medical device interacts with a Wi-Fi radio in a network infrastructure device such as an access
point, or AP. An AP typically has an Ethernet connection to the rest of the network and can be considered a
bridge between the wireless LAN and the Ethernet network.

Nearly every Wi-Fi radio communicates by following a set of standards that are defined and ratified by the
IEEE 802.11 Working Group1, affiliated with the Institute of Electrical and Electronics Engineers - Standards
Association (IEEE-SA). As a result, wireless LAN products often are referred to as 802.11 products. The base
standards, or “air” standards, define how radios communicate with each other over the air. These standards
include definitions of:

= Bands: The unlicensed frequency bands in which the radios can operate

= Modulation: Direct sequence spread spectrum (DSSS) and orthogonal frequency division multiplexing
(OFDM)

= Data rates: Amount of data that can be transmitted, with rates measured in megabits per second
(Mbps)

1 For more information about the IEEE 802.11 Working Group visit http://ieee802.org/11/
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Table 1 provides an overview of the most popular IEEE air standards:

Table 1: Popular IEEE 802. 11 air standard's

802.11a 1999 5 GHz OFDM 54 Mbps
802.11b 1999 2.4 GHz DSSS 11 Mbps
802.11¢g 2003 2.4 GHz DSSS, OFDM 54 Mbps
802.11n 2009 2.4 and 5 GHz DSSS, OFDM > 300 Mbps

802.11b and 802.11¢g

Radios that adhere to the 802.11b and 802.11g standards operate in the 2.4 GHz band. Ratified in 1999,
802.11b specifies DSSS modulation and a maximum data rate of 11 Mbps. As 802.11b products became
popular, demand increased for a standard that supports higher data rates and is also backward compatible
with 802.11b. The answer was 802.11g, which was ratified in 2003. A superset of 802.11b, 802.11g
specifies DSSS and OFDM modulation, the latter of which supports a maximum data rate of 54 Mbps. Wi-Fi
devices that support 802.11g can interoperate with Wi-Fi devices that support 802.11b.

802.11a

While 802.11a was ratified at the same time as 802.11b, adoption of 802.11a was slowed by factors such as:

= Chipsets: Several popular wireless LAN predecessors to 802.11b operated in the 2.4 GHz band. As a
result, 2.4 GHz radio chipsets were relatively plentiful. Competition among silicon providers and other
suppliers brought down prices for components and chipsets for 802.11b radios. In contrast, few silicon
providers produced chipsets for 5 GHz radios. As a result, 802.11a radios required more engineering
work and had significantly higher prices than 802.11b radios.

= Range: Range is the distance from an infrastructure device such as an AP that a client device can
establish and maintain a reliable connection. Because they operate at 5 GHz instead of 2.4 GHz,
802.11a radios deliver a lower range than 802.11b radios. In early wireless LAN deployments, relatively
few access points (APs) were expected to cover large areas, and so it was important to maximize range.

= Data rate: Wireless LANs were first adopted in vertical markets such as retail, manufacturing, and
distribution where mobile applications transmitted relatively small amounts of data. With its top data
rate of 11 Mbps and typical throughput of 4-5 Mbps, 802.11b was more than adequate for these
applications. 802.11a products were marketed primarily as delivering a higher data rate and more
throughput, and demand for 802.11a remained relatively low. The debut of 802.11g in 2003 further
diminished throughput-based demand for 802.11a, because 802.11g offers the same top data rate of
54 Mbps and, unlike 802.11a, is backward compatible to 802.11b.

As the 2.4 GHz band has become more crowded with Bluetooth headsets, baby monitors, some cordless
phones, microwave ovens, and, of course, Wi-Fi devices, interest in Wi-Fi operation at 5 GHz has increased.
802.11a offers one option for 5 GHz operation. A second option is 802.11n.
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802.11n

Ratified in 2009, 802.11n is a unifying standard that has become very popular. 802.11n radios can operate at
both 2.4 GHz and 5 GHz and can interoperate with radios that support 802.11n or any of the “legacy”
standards of 802.11a, 802.11b, and 802.11g. Radios with 802.11n capability offer two primary advantages
over radios that support both 802.11a and 802.11g:

= Throughput can be up to 10 times greater
= Consistent connections can be maintained at a higher data rate over a greater distance

The higher throughput of 802.11n is the result of a set of enhancements that include packet aggregation,
block acknowledgement, wider channels, decreased spacing between sent packets, and MIMO (multiple
input, multiple output) technology. To take full advantage of these enhancements, you must have 802.11n
radios in both your infrastructure devices and your client devices. In contrast, you can obtain the benefits of
greater range and more consistent connections even if you have 802.11n radios in your infrastructure devices
but not in your client devices.

For hospitals with an established pre-802.11n wireless LAN infrastructure, upgrading to 802.11n requires
careful planning in at least three areas:

1. APs: The vast majority of APs that support pre-802.11n radios do not support 802.11n radios, and so
those APs must be replaced.

2. Uplinks: Because 802.11n APs support throughput of greater than 100 Mbps, they should be
connected to the wired network —not with the 100 Mbps Fast Ethernet uplinks that are prevalent in
hospitals today —but with Gigabit Ethernet uplinks.

3. Power: 802.11n APs with simultaneous support for 2.4 GHz and 5 GHz operation have power
requirements that exceed the maximum supplied by the 802.3af standard for power over Ethernet.
Hospitals that want to deploy dual-band 802.11n APs must move to products that support the newer
802.3at standard.

Wi-Fi CERTIFIED

Since 802.11b standard was ratified in 1999, wireless LANs have become extremely popular worldwide. The
foundation of the wireless LAN boom is interoperability, which ensures that the Wi-Fi radios in client devices
will interoperate with the Wi-Fi radios in infrastructure products, such as APs and routers, regardless of who
makes the radios, the client devices, or the infrastructure products. Interoperability results from all products

supporting the same standards for communication and interoperation.

While the IEEE defines the standards for how wireless LAN radios @
operate, it has no mechanism for enforcing these standards.
Interoperability of wireless LAN products from different vendors is CERTIFIED

ensured by the Wi-Fi Alliance®, a non-profit industry association of
more than 300 member companies. The Wi-Fi Alliance determines how
well products implement IEEE 802.11 standards by developing rigorous
interoperability tests and running those tests against products from
different vendors.

Radlios that are Wi-Fi CERTIFIED carry
this logo.
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A key standard that is incorporated into Wi-Fi Alliance certification testing is 802.11i, the ratified standard for
Wi-Fi security. Wi-Fi radios send data to each other over the air, using radio waves that can spread out over a
wide area and “bleed” through many materials. Wi-Fi transmissions can be viewed by any computing device

that is in the vicinity, provided that the device is equipped with the following:

1.A Wi-Fi radio

2.An antenna that provides sufficient gain to enable the radio to “hear” the Wi-Fi packets

3.A commonly available software application called a Wi-Fi sniffer, which makes the contents of Wi-Fi
packets viewable

WI-FI SECURITY THREATS

Without proper Wi-Fi security in place, a hacker can use intercepted Wi-Fi packets to do one or more of the
following: view sensitive information, gain access to the wireless LAN, or trick users into communicating with
an unauthorized device instead of the network. Figure 1 illustrates Wi-Fi vulnerabilities.

Hacker gains access

Hacker intercepts and to network where
views sensitive data sensitive data resides

application

cllentdewces access server

' point 9
‘ I wireless LAN g e l X
B P
=y
CH)

database

/ I | Client talks to wrong AP ‘
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Figure 1: Wi-Fi security threats

The first threat of weak Wi-Fi security is network exposure. When WLAN access is not governed by a strong
authentication mechanism, then a hacker can pose as an authorized user and gain access to the WLAN. Once
on the WLAN, the hacker may be able to gain access to sensitive information on the network.

The second threat of weak Wi-Fi security is data exposure. Some of the data packets that travel between a
Wi-Fi client and a WLAN may contain sensitive information. If the packets are not scrambled, or encrypted, so
that they cannot be deciphered by a hacker, then the hacker can view sensitive information just by sniffing
and viewing the packets.

A third threat of weak Wi-Fi security is man-in-the-middle attacks. \When Wi-Fi clients are not required to use
strong authentication methods, a hacker’s laptop posing as an AP may be able to trick clients into associating
with it instead of a trusted AP. Once a Wi-Fi client associates with a hacker’s laptop, the hacker may be able
to steal information from the client, including sensitive information and information required to gain access
to the trusted network.

Fortunately, WLAN security threats can be mitigated through good WLAN security practices. The foundation
of any WLAN security approach should be the Enterprise version of Wi-Fi Protected Access® 2, or WPA2°.
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WPA2-Enterprise

In July 2004, the IEEE approved the 802.11i specification for Wi-Fi security. Soon after that, the Wi-Fi Alliance
introduced a new interoperability testing certification called WPAZ2 that incorporates the key elements of
802.11i. WPA2 includes three elements: authentication, derivation of an encryption key, and encryption and
decryption of all transmitted data. In March 2006, WPA2 certification became mandatory for all new
equipment certified by the Wi-Fi Alliance.

There are two versions of WPA2: Personal and Enterprise. With WPA2-Personal, authentication is done
through a four-way handshake using a pre-shared key (PSK) or passphrase. If the PSK on the Wi-Fi client
matches the PSK on the AP to which the client is trying to associate, then the authentication succeeds, and
an encryption key for that client is derived and stored on the client and the AP.

While WPA2-Personal authentication relies on a statically configured PSK or passphrase, WPA2-Enterprise
authentication relies on IEEE 802.1X, a ratified standard for network access control. 802.1X supports a set of
Extensible Authentication Protocol, or EAP, types for mutual authentication of the client device and the
network to which it is trying to connect. If WPA2-Enterprise authentication succeeds, then an encryption key
for the client is derived and stored on the client and the AP.

While PSKs are easy to implement on small networks, a hacker can “guess” a short PSK using a dictionary
attack. To avoid vulnerability to a dictionary attack, a PSK or passphrase must be a random string of at least
20 characters, including characters other than letters and digits. Of course, such a random string is difficult, if
not impossible, to remember, so it must be configured statically on every client device and every
infrastructure device in one sitting. Configuring a few devices in a home or small office is feasible;
configuring scores or hundreds of devices in a larger organization can be a huge challenge. For nearly every
organization, the Enterprise version is superior to the Personal version.

As shown in Figure 2, the primary difference between the Enterprise version of WPA2 and its predecessor,
WPA, is the method of encryption. AES-CCMP, the encryption algorithm used with WPA2, does not have the
vulnerabilities of WPA's TKIP. In fact, AES-CCMP is strong enough to satisfy the U.S. federal government
encryption standard of FIPS 140-2.

Authentication: 802.1X

client device o i
. Encryptlon L( point server
% l TKIP or AES \/ v wired network ’\ J
supplicant authenticator a“th::rt\:‘;:m“

Figure 2: WPA-Enterprise and WPA2-Enterprise
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CCcX

Organizations that run business-critical applications on mobile devices demand that those devices be Wi-Fi
CERTIFIED. For many of these organizations, however, Wi-Fi CERTIFIED is not enough.

The vast majority of wireless LAN infrastructure systems in today’s hospitals and other healthcare facilities use
products from Cisco Systems, Inc. As a result, most healthcare facilities want to ensure that their medical
devices and other mobile devices interoperate with a Cisco wireless LAN infrastructure and support Cisco
wireless LAN innovations for enhanced security, mobility, quality of service, and network management.

Nearly all mobile device vendors claim that their devices work well with a
Cisco wireless LAN infrastructure. Fortunately, you don’t have to take a
vendor’s word for it. Since 2003, Cisco has managed a program by CISCO.
which Wi-Fi radios and mobile devices with those radios can earn the
Cisco Compatible logo. The logo signifies that a radio or device
interoperates with a Cisco wireless LAN infrastructure and supports Cisco Devices that are certified for CCX
innovations. The program is called the Cisco Compatible Extensions V4 carry this logo.

(CCX) program.

Compatible

Within CCX, Cisco licenses a specification of IEEE standards and Cisco innovations. A licensee, typically a firm
that offers wireless LAN radios for client devices, implements support for all required elements of the
specification in the software for a Wi-Fi radio. The licensee then submits the radio, or a client device that uses
the radio, to an independent lab for rigorous testing. Only by passing all tests does the radio or device earn
the Cisco Compatible seal.

CCX AND STANDARDS

The CCX program has a structure that is similar to that of the Wi-Fi certification program. With both
programs:

= One or more specifications define what features must be implemented in the hardware and software
for a Wi-Fi radio or a device that uses a Wi-Fi radio.

= Compliance testing is conducted by an independent lab that is approved by the organization that
manages the program

= A device must pass all tests to be approved
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While the Wi-Fi certification program is for any type
of product that uses Wi-Fi technology, CCX is
restricted to client devices used by businesses, as
well as the Wi-Fi radios used by those devices. In
CCX compliance testing, client devices and their
radios are tested as they interact with the Cisco
wireless LAN infrastructure products that are used
by businesses and other organizations.

While the CCX specification includes Cisco-defined
technologies and features, its core is the
specification used for Wi-Fi compliance. In other
words, the CCX specification is a superset of the
Wi-Fi specification. In fact, a device cannot be
certified as Cisco Compatible unless that device or
the Wi-Fi radio that it uses is Wi-Fi CERTIFIED.

The CCX specification is a superset of the Wi-fi

The CCX specification also includes some IEEE specification.

standards that are not ratified and have not been
incorporated into Wi-Fi compliance testing. Cisco
uses CCX as a way of introducing and proving innovative solutions that Cisco then takes to the appropriate
IEEE 802.11 task groups as proposed standards.

Because it requires program participants to implement support for both established and emerging IEEE and
industry standards, CCX encourages support for standards in the market. As vendors vie for prominence in
CCX, support for standards is accelerated across a broad range of mobile devices.

Key CCX FEATURES

The CCX specification defines the features that a Wi-Fi radio, or a client device that uses a Wi-Fi radio, must
support to be deemed “compatible” with a Cisco wireless LAN infrastructure. Cisco has published five
versions of its CCX specification, with each version building on the last. Today, a product can be certified at
Version 4 (V4) or V5. CCX V5 is aimed at mainstream devices such as laptops. Application-specific devices
(ASDs), such as mobile computers and medical devices, are certified at CCX V4 for ASDs, which is a subset of
the full CCX V4 specification. Some CCX features are not required for ASDs because ASDs lack the
computing power or operating system foundation required to support the features.
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Table 2 shows the primary features of CCX V4 for ASDs. Most of these features, such as CCKM, were
introduced in versions of CCX before V4. Cisco’s controller-based wireless LAN infrastructure solution, which
is known as the Cisco Unified Wireless Network, will not support CCX features such as CCKM with a client
device unless that client device (or its radio) is certified for CCX V4. As a result, CCX V4 certification is
essential for all devices that want to use CCX features with the Cisco Unified Wireless Network.
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Table 2: Key features of CCX V4 for ASDs

Interoperability  Wi-Fi certification for device or radio in device Yes, Wi-Fi Alliance

Security WPA2-Enterprise Yes, Wi-Fi Alliance

Security Support for at least one of the following EAP types: LEAP, LEAP: Cisco-defined
EAP-FAST, and EAP-TLS Others: Published

Mobility AP-assisted roaming No, Cisco-defined

Mobility Fast 802.1X reauthentication using the Cisco Centralized Alternative: IEEE 802.11r
Key Management (CCKM) protocol

Management AP-specified maximum client transmit power No, Cisco-defined

Management Client-based RF scanning and reporting Alternative: IEEE 802.11k

Management Voice metrics, to tune networks for voice performance No, Cisco-defined

QoS and Voice  Wi-Fi Multimedia (WMM) Yes, Wi-Fi Alliance

QoS and Voice  Call admission control, to improve voice quality Yes, IEEE 802.11e

QoS and Voice  Unscheduled Automatic Power Save Delivery, to improve Yes, IEEE 802.11e

battery life and reduce network congestion

To continue the evolution of the CCX program, Cisco has launched CCX Lite, which takes key features of
CCX V3, V4, and V5 and groups them in four categories or modules: Foundation, Voice, Location, and
Management. Foundation is required for every device; other feature categories are optional. Cisco expects
CCX Lite to take the place of CCX V4 for ASDs because CCX Lite offers a more refined set of features for
various ASDs.

Some CCX features were defined to address issues that were not addressed by IEEE standards and Wi-Fi
Alliance test requirements. Once a CCX feature is superseded by a ratified IEEE standard for which a
mandatory Wi-Fi Alliance certification test is in place, Cisco will deprecate the feature from CCX. As Wi-Fi
becomes more prevalent in the enterprise and healthcare environments, Cisco will continue to add to CCX
features that demonstrate Cisco’s thought leadership in key areas such as security, reliability, quality of
experience, and service.

THE VALUE OF CCX FOR MEDICAL DEVICES

For network administrators, CCX reduces costs, complexity, and risks. By using CCX devices, an administrator
has the assurance that the devices will interoperate with a Cisco wireless LAN infrastructure. In fact, because
the CCX specification incorporates all key requirements for Wi-Fi certification, the Cisco Compatible seal
provides the assurance of interoperability even with non-Cisco wireless LAN infrastructures. And because
many of today’s Cisco innovations are likely to become tomorrow's IEEE and industry standards, an
administrator may be able to change the infrastructure in the future without having to abandon the CCX
features exploited by today’s infrastructure and clients.

When only CCX-certified devices are permitted to connect to the wireless LAN, the infrastructure can have a
single configuration that supports a rich set of capabilities in key areas such as security and mobility. On the
security front, the network can require the use of WPA or WPA2 with the organization’s preferred choice of
an EAP type. To ensure application persistence on mobile devices, the network can require the use of CCKM
for fast EAP re-authentication. In contrast, when the wireless LAN must accommodate devices that lack
support for some CCX features, network administrators have to do one or more of the following:
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= Introduce security risks by using weaker security schemes supported by devices not certified for CCX

= Increase network complexity and costs by creating additional wireless LANs for non-CCX devices and
tying those wireless LANs to network VLANSs to protect sensitive data on the network

= Deploy additional software to maintain network connections on devices with inferior mobility

Because CCX brings key benefits to network administrators, those administrators want the assurance that all
of their devices, including medical devices, support CCX. While many device vendors claim support for CCX,
the only guarantee that a device is certified for CCX is the use of the Cisco Compatible seal with that device.
Given that Cisco is the market leader for enterprise wireless LAN infrastructure and enjoys high brand
awareness among customers, medical device vendors that fail to earn the Cisco Compatible seal may find
themselves losing deals to competitors that do have the CCX seal.

CHALLENGE: ACHIEVING CCX oN MEDICAL DEVICES

While scores of firms manufacture medical devices, only a few offer medical devices that are certified for
CCX. Why? It's not because CCX features do not offer value on medical devices. Security features are
important on all types of devices, and features that enhance mobility, such as CCKM for fast 802.1X re-
authentication, are very important on mobile medical devices that run applications that can fail without a
constant network connection.

With all types of client devices, support for CCX features is implemented primarily in the Wi-Fi radio software
that runs on the device. The primary software components are a device driver, a security supplicant, and an
administrative utility. Supporting CCX requires the following software development tasks:

=  Modify the radio device driver to add support for driver-based CCX features
= Integrate a security supplicant that offers support for CCX security features
= Create an administrative utility for configuring settings required for various CCX features

For most devices that run Microsoft Windows 7, the required software development is done by Wi-Fi silicon
providers, in partnership with Cisco, which provides a CCX software developer’s kit for Windows 7. Once a
silicon provider implements CCX support in the software, the device vendor can achieve CCX compliance
simply by including the Wi-Fi radio and its software in the device. The device vendor makes no hardware
modifications or software modifications.

Of course, few medical devices run Windows 7. To achieve CCX certification on a medical device that runs a
different operating system, a firm must take a Wi-Fi radio and software designed for mainstream devices and
do the following:

= Port the software to the operating system that runs on the medical device.

= Modify the software to add support for CCX features.

= (Create an administrative utility for configuring settings required for various CCX features.
= Test the resulting software set on the medical device and make modifications as necessary.

The challenge is too great for most medical device vendors, but a viable alternative exists. Summit Wi-Fi
radios from Laird Technologies are certified for CCX. By using a Laird radio within a medical device, the
manufacturer is assured that the medical device will pass all CCX tests and earn the Cisco Compatible seal.

Copyright © 2012, Laird Technologies, Inc. Laird Technologies and the Laird Technologies logo are trademarks of Laird
Technologies, Inc. All rights reserved. Wi-Fi and Wi-Fi Alliance are registered trademarks, and Wi-Fi CERTIFIED and Wi-Fi
Protected Access are trademarks of the Wi-Fi Alliance.
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